
Re: Apache SSL not working

Source: http://linux.derkeiler.com/Mailing−Lists/Fedora/2006−06/msg04982.html

From: Tom Spec <samag70−ignore@xxxxxxxx>• 
Date: Fri, 30 Jun 2006 08:48:32 −0700 (PDT)• 

There's your problem.

Try this:

−−

service iptables stop
cp /etc/sysconfig/iptables /etc/sysconfig/iptables.bak
Edit /etc/sysconfig/iptables

Make a line the same as the one with port 80, but change the 80 to 443 (you can put it just below the line with
port 80)

service iptables start

−−

If that doesn't work we can look into SELinux, but this should fix it.

Tom

−−−−− Original Message −−−−
From: Bill Habermaas <bill@xxxxxxxxxxxxx>
To: For users of Fedora Core releases <fedora−list@xxxxxxxxxx>
Sent: Friday, June 30, 2006 11:45:27 AM
Subject: Re: Apache SSL not working

DIV { MARGIN:0px;} Table: filter
Chain INPUT (policy ACCEPT)
num target prot opt source destination
1 RH−Firewall−1−INPUT all −− 0.0.0.0/0 0.0.0.0/0

Chain FORWARD (policy ACCEPT)
num target prot opt source destination
1 RH−Firewall−1−INPUT all −− 0.0.0.0/0 0.0.0.0/0

Chain OUTPUT (policy ACCEPT)
num target prot opt source destination
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Chain RH−Firewall−1−INPUT (2 references)
num target prot opt source destination
1 ACCEPT all −− 0.0.0.0/0 0.0.0.0/0
2 ACCEPT icmp −− 0.0.0.0/0 0.0.0.0/0 icmp type 255
3 ACCEPT esp −− 0.0.0.0/0 0.0.0.0/0
4 ACCEPT ah −− 0.0.0.0/0 0.0.0.0/0
5 ACCEPT udp −− 0.0.0.0/0 224.0.0.251 udp dpt:5353
6 ACCEPT udp −− 0.0.0.0/0 0.0.0.0/0 udp dpt:631
7 ACCEPT tcp −− 0.0.0.0/0 0.0.0.0/0 tcp dpt:631
8 ACCEPT all −− 0.0.0.0/0 0.0.0.0/0 state RELATED,ESTABLISHED
9 ACCEPT tcp −− 0.0.0.0/0 0.0.0.0/0 state NEW tcp dpt:21
10 ACCEPT tcp −− 0.0.0.0/0 0.0.0.0/0 state NEW tcp dpt:22
11 ACCEPT tcp −− 0.0.0.0/0 0.0.0.0/0 state NEW tcp dpt:80
12 ACCEPT tcp −− 0.0.0.0/0 0.0.0.0/0 state NEW tcp dpt:3306
13 REJECT all −− 0.0.0.0/0 0.0.0.0/0 reject−with icmp−host−prohibited

I already determined that iptables is the source of my problem. If I stop the service then SSL works fine. I'm
trying to figure out what to change to allow port 443 thru.

Bill
−−−−− Original Message −−−−−
From: Tom Spec
To: For users of Fedora Core releases
Sent: Friday, June 30, 2006 11:37 AM
Subject: Re: Apache SSL not working

What's the output of:

service iptables status

−−
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